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START OF CHANGES

***** CHANGE 1

6.1.1.4
Construction of the serving network name

6.1.1.4.1
Serving network name

The serving network name is used in the derivation of the anchor key. It serves a dual purpose, namely:

-
It binds the anchor key to the serving network by including the serving network identifier (SN Id).
-
It makes sure that the anchor key is specific for authentication between a 5G core network and a UE by including a service code set to "5G".

In 5G AKA, the serving network name has a similar purpose of binding the RES* and XRES* to the serving network. 

The serving network name is the concatenation of a service code and the SN Id with a separation character ":" such that the service code prepends the SN Id. 

NOTE:
No parameter like 'access network type' is used for serving network name as it relates to a 5G core procedure that is access network agnostic.

6.1.1.4.2
Construction of the serving network name by the UE

The UE shall construct the serving network name as follows:

- 
It shall set the service code to "5G".
-
It shall set the network identifier to the SN Id of the network that it is authenticating to.
-
It shall concatenate the service code and the SN Id with the separation character ":".

6.1.1.4.3
Construction of the serving network name by the SEAF

The SEAF shall construct the serving network name as follows:

- 
It shall set the service code to "5G".
- 
It shall set the network identifier to the SN Id of the serving network to which the authentication data is sent by the AUSF.
-
It shall concatenate the service code and the SN Id with the separation character ":".

NOTE:
AUSF gets the serving network name from the SEAF. Before using the serving network name, AUSF checks that the SEAF is authorized to use it, as specified in clause 6.1.2.

***** CHANGE 2
A.2
KAUSF derivation function

This clause applies to 5G AKA only. 

When deriving a KAUSF from CK, IK and the serving network name when producing authentication vectors, and when the UE computes KAUSF during 5G AKA, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x6A,

-
P0 = serving network name,

-
L0 = length of the serving network name (variable length as specified in 24.501 [35]),

-
P1 = SQN (  AK,
-
L1 = length of SQN ( AK (i.e. 0x00 0x06).
The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the Authentication Token (AUTN), see TS 33.102. If AK is not used, AK shall be treated in accordance with TS 33.102, i.e. as 000…0.

The serving network name shall be constructed as specified in clause 6.1.1.4.
The input key KEY shall be equal to the concatenation CK || IK of CK and IK.

***** CHANGE 3
A.3
CK' and IK' derivation function

When deriving CK' and IK' then the KDF of TS 33.402 [11] clause A.2 shall be used with the following exception: the serving network name (specified in clause 6.1.1.4) shall be used as the value of access network identity (P0).


***** CHANGE 4
A.4
RES* and XRES* derivation function 

When deriving RES* from RES, RAND, and serving network name in the UE and when deriving XRES* from XRES, RAND, and the serving network name in the ARPF, the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x6B,

-
P0 = serving network name,

-
L0 = length of the serving network name (variable length as specified in 24.501 [35]),

-
P1 = RAND,

-
L1 = length of RAND (i.e. 0x00  0x10),
-
P2 = RES or XRES,
-
L2 = length RES or XRES (i.e. variable length between 0x00 0x04 and 0x00  0x10).
The input key Key shall be equal to the concatenation CK || IK of CK and IK.

The serving network name shall be constructed as specified in clause 6.1.1.4.
The (X)RES* is identified with the 128 least significant bits of the output of the KDF.

***** CHANGE 5
A.6
KSEAF derivation function

When deriving a KSEAF from KAUSF, the following parameters shall be used to form the input S to the  KDF:
-
FC = 0x6C,

-
P0 = <serving network name>,

-
L0 = length of <serving network  name>.

The input key KEY shall be KAUSF.
The serving network name shall be constructed as specified in clause 6.1.1.4.
CHANGE 6

F.3 
Subscriber identity and key derivation 

EAP-AKA' uses the subscriber identity (Identity) as an input to the key derivation when the key derivation function has value 1 ( i.e. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)). RFC 4187 [21] clause 7 describes that the Identity is taken from the EAP-Response/Identity or EAP-Response/AKA-Identity AT_IDENTITY attribute sent by the peer. This principle is not applied to the 5GS. 

If the AT_KDF_INPUT parameter contains the prefix "5G:", the AT_KDF parameter has the value 1 and the authentication is not related to fast re-authentication, then the UE shall use SUPI as the Identity for key derivation. This principle applies to all full EAP-AKA' authentications, even if the UE sent SUCI in NAS protocol or if the UE sent SUCI in the respose to the EAP identity requests as described in Table F.2-1 or if no identity was sent because the network performed re-authentication. The only exception is fast re-authentication when the UE follows the key derivation as described in RFC 5448 [12] for fast re-authentication.

NOTE 1:
The fast re-authentication is not supported in 5GS. 
NOTE 2: 
The prefix "5G:" is part of serving network name as specified in clause 6.1.1.4.
END OF CHANGES


